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Who is Greg Colburn - N3BYR

What is this world of Cyber Security

How does it relate to Ham Radio as a
OUTI—lN E community

What can Haom Operators do o
better prepare

Questions



WHAT THIS IS AND IS NOT ABOUT

THIS IS NOT ANTI-OVERSEAS MARKET — GREAT MANUFACTURERS EXIST BOTH WITHIN THE US AND OVERSEAS
THIS IS NOT INTENDED TO MAKE YOU AN EXPERT IN CYBER SECURITY

THIS IS NOT INTENDED AS PRO OR CON DIGITAL COMMUNICATION COMPARISONS

THIS IS INTENDED TO MAKE YOU PAUSE AND TAKE A MINUTE TO ANALYZE YOUR SHACK/EQUIPMENT

THIS IS INTENDED TO MAKE YOU AWARE OF CONCERNS WE SHOULD BE THINKING ABOUT AS HAMS

THIS IS INTENDED TO HELP YOU UNDERSTAND WHERE HAM RADIO AND CYBERSECURITY CROSS PATHS AND
CREATE RISKS AT PERSONAL LEVELS AND GROUP LEVELS (CLUBS, ARES, MARS, ETC.)



GREG COLBURN — N3BYR

e +30 YEARS AS A HAM OPERATOR (SINCE EARLY 20'S... YEAH THAT WAS 30 YEARS AGO)

Melection at the end -add &

- « CYBERSECURITY SME AND ACTIVELY WORKING WITHIN IT, CYBER, AND HACKING —
B i EXPERIENCE AND BACKGROUND ORIGINATES FROM THE 80'S — IT, PROGRAMMER,
O it st ol HARDWARE, AND SYSADMIN — SEVERAL CERTIFICATIONS

uta.objects[one.name].seb

e it eath®  * WORKING WITH COMMUNICATIONS THAT HAS THREAT VECTORS WITHIN DOD/DIBS AND
TR CUSES CYBERSECURITY RESEARCH

* WORKING WITH VARIOUS EQUIPMENT IN HAM RADIO INCLUDING SDR, AND DIGI MODES
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| REALLY PREFER SSB OR CW... (THIS IS CONTRARY TO POP. BELIEF)




WHAT IS THIS CYBERSECURITY WORLD?



WHAT IS CYBERSECURITY

e CYBERSECURITY IS THE ART OR PRACTICE OF
PROTECTING DIGITAL/COMPUTING RESOURCES
THROUGH CRYPTOGRAPHY, HARDWARE,
SOFTWARE, AND PHYSICAL RESTRICTIONS TO
NETWORKS, COMPUTERS, AND HARDWARE
THAT MAY BE VULNERABLE TO EXPLOITATION.
PROACTIVELY DEFENDING THESE RESOURCES
HELPS MAINTAIN THEIR AVAILABILITY, INTEGRITY,
AND FUNCTIONALITY.




JUST HOW MANY HACKS OCCUR ANNUALLY?Z<¢?

DEPENDING ON THE REPORTING SOURCE BETWEEN 800,000 10 1,200,000 COMPROMISES
OCCURRED IN 2022 (BUSINESSES & PERSONAL — ACTUAL REPORTED CASES IN THE U.S.)

EQUATES TO ROUGHLY 100,000 PER MONTH OR ~3500 PER DAY! (US 331M Por.)
THIS DATA IS INCOMPLETE — NOT EVERY COMPROMISE IS REPORTED — OR KNOWN!

THIS ALSO DOES NOT ACCOUNT FOR COMPANIES THAT “MONITOR" YOUR ACTIVITIES AND MAY
SHARE THAT META DATA AS ANONYMOUS INFORMATION TO THIRD PARTIES OR STORE IT.

AN EST. 10.2B USD ($10,200,000,000.00) IN LOSSES IN 2022 (LIKELY HIGHER)

THIS IS A HUGE INCREASE FROM $6.9B EST. IN 2021 LOSSES
MANY OF THESE LOSSES ARE FROM OUTDATED SOFTWARE OR LACK OF AN ANTI-VIRUS PROGRAM
LOSSES INCLUDE RANSOM WARE, BANK SCAMS, AND RECOVERY COSTS



HOW LONG HAS CYBER
SECURITY EXISTED

e MANY PRINCIPALS AND PRECAUTIONS ORIGINATE FROM THE
CONCERNS IN THE 1970's — YES THAT'S 50 YEARS AGO...

e MY FIRST TASTE AND UNDERSTANDING OF THOSE CONCERNS WAS IN
THE EARLY 80'S — MOST CONSIDERATIONS WERE BASED ON
PHYSICAL ACCESS OR TELEPHONE DIAL-IN ACCESS

*  WHILE THE TECHNOLOGY HAS CHANGED DRAMATICALLY IN 50
YEARS, TACTICS ARE STILL PRIMARILY BASED ON INITIAL
COMPROMISE (TROJAN) AND LATERAL PROPAGATION

e [N THE 70s AND 80S DEFENDERS WERE TAUGHT WHERE WEAKNESSES
RESIDE WITHIN SYSTEMS, TODAY WITH SO MANY MOVING PARTS THE
FOCUS IS ON GENERAL DETECTION METHODS

e MANY COMPANIES SPECIALIZE IN “WHITE HAT HACKING" TO FIND
POTENTIAL FLAWS AND IMPROPERLY CONFIGURED BASELINE
SETTINGS AND REPORT THE FINDINGS TO MANUFACTURERS FOR
“BOUNTY" REWARDS



DEFINITION — THREAT VECTOR

* A THREAT VECTOR (OR ATTACK SURFACE) IS A PATH
OR MEANS FOR A HACKER TO COMPROMISE,
THREATEN, OR MAKE A RESOURCE UNAVAILABLE.
THREAT VECTORS CAN BE COMPUTERS, NETWORKS,

APPLICATIONS, USERS, EMAIL, SOFTWARE/FIRMWARE,
MOBILE DEVICES, AND MORE.




HOW DOES IT RELATE TO
HAM RADIO?



WHY SHOULD CYBERSECURITY BE A
CONCERN FOR HAM RADIO?

 HAM RADIO IS NOT JUST A HOBBY — WE ARE AN INFRASTRUCTURE THAT CAN
BE CALLED UPON DURING DISASTERS TO SUPPORT COMMUNICATIONS!

e ALMOST ALL EQUIPMENT BEING PRODUCED NOW IS FIRMWARE DRIVEN OR
REQUIRES SOFTWARE FOR INTERFACING VARIOUS OTHER FEATURES

e THE PERSONAL COMPUTER NOW RESIDES IN ALMOST EVERY RADIO SHACK
AROUND THE GLOBE

e 90% OR BETTER OF THE COMPONENTS, SOFTWARE, AND DEVICES AS A WHOLE
ARE MANUFACTURED/CREATED OVERSEAS AND ARE NOT MONITORED OR
SCREENED THE WAY OTHER CRITICAL INFRASTRUCTURES ARE...

 MANY COUNTRIES, ORGANIZATIONS, HACKTIVISTS, AND INDIVIDUALS PRESENT
A REAL THREAT TO ANY INFRASTRUCTURE THEY MAY VIEW AS AN EASY TARGET

— HAM RADIO IS AN INFRASTRUCTURE!




WHERE DOES THIS APPLY TO
HAMSe@

FIRMWARE UPDATES — RADIOS AND EQUIPMENT NOW USE BLUETOOTH,
ETHERNET, WI-FI, REMOTE ACCESS SOFTWARE, AND OTHER ADVANCED
FEATURES.

SOFTWARE CONTROL — PROGRAMMING HTS/MORBILES, DIGITAL CONTROL
(CAT/CI-V), RADIO SOUND INTERFACING, SETTING UP REMOTE ACCESS

COMPUTER SOFTWARE — OPERATING SYSTEMS, DIGITAL MODES, ROTOR
CONTROL

EMAIL — THIS IS THE NUMBER ONE THREAT VECTOR NO MATTER WHO YOU
ARE!
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THINGS WE SHOULD TAKE SERIOUSLY AS
HAM OPERATORS...




HOME NETWORKS

* MOST MODEMS (CABLE, FIBER, ETC.) HAVE A
BUILT-IN FIREWALL — IS IT TURNED ON@

e WHAT ANTI-VIRUS ARE YOU USING — MICROSOFT
DEFENDER IS ‘OK’ BUT NOT A SOLUTION

e EVER SHARED YOUR WI-FI PASSWORD<? CHANGE IT
ONCE IN A WHILE...

e ARE ALL THE DEVICES ON YOUR HOME NETWORK
PROTECTED? LATERAL MOVEMENT IS A THING!




COMPUTERS AND DEVICES

e HOW UP-TO-DATE IS YOUR OPERATING SYSTEM2 ARE YOU STILL
RUNNING WINDOWS 72 VISTAS XP2 — THEY ARE “END OF LIFE"
OS’'S WITH HUNDREDS OF VULNERABILITIES!!

e WHAT ANTI-VIRUS SOFTWARE ARE YOU RUNNING — DOES IT PROVIDE

“WHOLE SYSTEM" PROTECTION TO INCLUDE WEB BROWSING, AUTO-
UPDATES, ETC.¢

* ARE ALL YOUR COMPUTERS PROTECTED?

e DO YOU VERIFY THAT SOFTWARE YOU INSTALL IS DIRECTLY FROM THE
VENDOR/MANUFACTURER OR AN ACTUAL “"OEM" copry?e

e DO YOU SCAN YOUR COMPUTER OR NEW THUMB DRIVES ¢



THINK BEFORE YOU SURF FOR
SOME MANUAL OR DOWNLOAD
SOMETHING!

* SOME OF THE OVERSEAS MANUFACTURED RADIOS HAVE

OBSCURE SITES TO DOWNLOAD UPDATES FROM — DOUBLE
CHECK WHAT YOU ARE DOWNLOADING.

e THIS SPECIAL FIRMWARE UPDATE | FOUND AUTOMAGICALLY
UNLOCKS MARS — IT MEANS | WON'T HAVE TO CUT THE RED
WIRE AND CRUSH DIODE 4927 — CAREFUL!!

e | CAN'T FIND A MANUAL FOR THIS 1992 OBSCURE IMPORT
TRANSCEIVER, | CAN GOOGLE ITl — SOME SITES ARE

PROGRAMMED TO ECHO YOUR SEARCH TO LURE YOU IN, BE
CAREFUL!



HAM RADIO IS NOT A HUGE
FARGEE=YEE:

 AS WE ADVANCE OUR HAM SHACK AND OUR CLUB OR GROUP
STATIONS — THE RISK WILL INCREASE. CYBER-WARFARE IS NOW PART
OF TACTICS USED BY OTHER COUNTRIES TO DISRUPT
COMMUNICATIONS.

 ANY CHANCE A SCAMMER GETS, THEY WILL TAKE... IT PAYS WELL
FOR THEM TO RISK TARGETING A NEW USER, CLUB, OR PLATFORM

e WE, AS AMATEUR RADIO OPERATORS, ARE PROGRAMMED TO
EXPERIMENT — JUST USE CAUTION WHEN IT INVOLVES TECHNOLOGY.

e AS THE NUMBERS GROW, WE ARE MORE LIKELY TO SEE THESE THREATS
INCREASE
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USE THE RIGHT RESOURCES...

« USE AN ANTI-VIRUS *SUITE* (MALWARE BYTES, SOPHOS,
BITDEFENDER, ETC.)

e KEEP SOFTWARE UP TO DATE — ESPECIALLY YOU'RE AV AND OS

* |F SOMETHING LOOKS STRANGE — DON'T CLICK IT, THINK OR ASK
SOMEONE THAT KNOWS

e FEEL FREE TO REACH OUT TO ME — | WILL ANSWER AS TIME
PERMITS



QUESTIONS

* MY EMAIL IS N3BYR@ARRL.NET (MY RESPONSE WILL BE FROM
A YAHOO OR SPECIAL DOMAIN EMAIL)

e | USE WINLINK AND PACKET FOR MAIL MESSAGES THOUGH THIS
TIME OF YEAR MY RESPONSE MY BE DELAYED
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